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shall be given all necessary security protection ifN THE UNITED STATES DISTRICT

accordance with applicable laws and regulations. Each
member of the PFIAB, each member of the PFIAB’s COURT FOR THE EASTERN

staff and each of the PFIAB'’s consultants shall execute DISTRICT OF VIRGINIA
an agreement never to reveal any classified information

obtained by virtue of his or her services with the PFIAB Alexandria Division
exceptto the President or to such persons as the President
may designate. UNITED STATES OF AMERICA
V. Criminal No. 94-64-A

Sec. 3.2. Members of the PFIAB shall serve without ALDRICH HAZEN AMES,
compensation but may receive transportation expenses A/K/A “Kolokol”,
and per diem allowances as authorized by law. Staff ak/a “K”
and consultants to the PFIAB shall receive pay and
allowances as authorized by the President. STATEMENT OF FACTS

4, 1981, as amended and Executive Order No. 12587 government would prove the following beyon

of October 28, 1985, as amended, are revoked.  reasonable doubt:
WILLIAM J. CLINTON l. INTRODUCTION
THE WHITE HOUSE ALDRICH HAZEN AMES is 52 years old, born o
May 26, 1941. In June 1962, ALDRICH HAZE
September 13, 1993. AMES accepted employment with the Cent

Intelligence Agency (CIA) of the United States, and
has been a full-time CIA employee for more than
years. At the time of his arrest, AMES was a GS
Operations Officer in the Counternarcotics Cente
CIA Headquarters in Langley, Virginia.

During his employment with CIA, AMES held
variety of positions including the following: from 198
to 1985, AMES was the Chief, Soviet Operatio

Production Group of the Soviet/East European (
Division of the Directorate of Operations (DO) of t
CIA; from 1986 through 1989, AMES was assigned
the United States Embassy in Rome, Italy; fr
September 1989 through December 1989, AMES
Chief, Europe Branch, External Operations Group,
Division; from December 1989 through August 19
AMES was the Chief, Czechoslovak Operatic
Branch, East European Operations Group, SE Divig
from September 1990 through August 1991, AMES
assigned to the USSR Branch, Analytical Gro

through November 1991, AMES was Chief, KGB
Working Group, Central Eurasia (CE) Division; fro
December 19091 through August 1993, AMES wg

President, Bill Clinton

Sec. 3.3. Executive Order No. 12334 of December!n the event that this matter were to proceed to IiaL
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Cl at the End of the 20th Century

referant for CE Branch, regional Programs Brancl€entral Intelligence Agency and other branches offthe
International Counternarcotics Group, Counternarcoti¢dnited States government to the KGB, in return for Igrge
Center (ICG/CNC) and from August 1993 to Februargums of money. In May and July 1985, AMES engaged
1994, AMES was Chief, Europe and CE Branch, ICGh authorized meetings with Soviet officials, meetings
CNC. Throughout AMES’ employment with the CIA, he used as a cover to provide classified informatiop to
he held a TOP SECRET security clearance and htétk KGB in exchange for money. Although AMES

Order 12356. meet with the KGB in Washington, D.C. During many
of these meetings, AMES provided classifi
On August 10, 1985, AMES married Maria delinformation relating to the national defense of the Un
Rosario Casas Dupuy in the Commonwealth of Virginiéstates to the KGB in return for cash paymeénts.
Prior to their arrests on February 21, 1994, ALDRICH
and ROSARIO AMES resided at 2512 North Randolph In July 1986, ALDRICH HAZEN AMES wag
Street, Arlington, Virginia, in the Eastern District ofassigned to the United States Embassy in Rome, |taly,

Virginia, with their minor son. where he served until July 1989. During this time,
AMES met with his KGB handler, codenamed “SAM.”
Il. ESPIONAGE RELATED ACTIVITIES AMES reported a few of these meetings to the QIA,

In 1984, as part of his duties as a CIA Operatiordaiming that he was obtaining information from
Officer, ALDRICH HAZEN AMES began meeting with “SAM,” a Soviet Embassy official. During thege
officials of the Embassy of the Union of Soviet Socialismeetings, AMES continued to disclose classifled
Republics (“U.S.S.R.” or “Soviet Union.” in information relating to the national defense of the Unjted
Washington, D.C. These meeting were authorized IStates which AMES obtained through his work for the
the Central Intelligence Agency and the Federal BuredllA in Rome.
of Investigation, and were designed to allow AMES to
assess Soviet officials as possible sources for intelligencdn the Spring of 1989, as AMES was preparing to
information and recruitment. AMES was required toeturn to CIA Headquarters in Langley, Virginia, the
report each of his meetings with these Soviet officialkGB provided him with two written documents. The
to CIA officials. first document was a financial accounting which

indicated that as of May 1, 1989, AMES had already

In approximately April 1985, AMES agreed withreceive approximately $1.8 million and that some
Soviet officials to sell classified information from the$900,000 more had been appropriated for him. [The

Aldrich Hazen Ames
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second document was a nine-page letter which listdtIES was present in Vienna and prepared to exchange
the types of classified information the KGB wantedlassified information for money, the KGB failed fto
AMES to obtain for them upon his return to ClAmeet with AMES at that time. Later that year,|in
Headquarter$,discussed arrangements for casBecember 1991, AMES met personally with the KGB
payments to AMES upon his return to the United States, Bogota, Colombia, where he exchanged classified
warned AMES to avoid traps set by the CIA, and detailéaformation for a large amount of cash. At that meet|ng,
a communication plan governing further comthe KGB provided AMES a communications plan for
munications between AMES and the KGBRursuant 1992, pursuant to which they would communicate
to this communication plan, AMES would pasghrough signal sites and dead drops in March and August,
documents to and receive money from the KGB in ttad meet personally in Caracas, Venezuela, in Octiober
Washington, D.C. area at set times throughout the ye#dr1992.
using signal sites and dead drops. AMES would also
meet personally with the KGB at least once yearly inIn March 1992, defendant ALDRICH HAZE
meetings outside the United States. The fixed site fAMES communicated with the KGB by placing a sigpal
these meeting would be in Bogota, Colombia, on tra signal site SMILE and leaving a message wi
first Tuesday every December, although additionglackage of documents at dead drop BRIDGE. In|this
meetings could be held in other cities, including Viennapessage to the KGB, AMES requested that they
Austria, on an as needed basis. promptly transmit more money to him through a d¢ad
drop. Again in June, 1992, AMES prepared a message
In 1990, the KGB provided AMES with a commun-on his computer to the KGB in which he complained
ications plan for 1991 through a dead drop in thef their failure to provide him money in response to |his
Washington, D.C. area. The 1991 communication plgmevious message, indicated that he was forced tg sell
provided for impersonal contacts through signal sitesocks and certificates of deposit in Zurich to meet
and dead drops, and for personal meetings betwg@rssing needs, and asked them to deliver to him lip to
AMES and the KGB in Vienna, Austria, in April, and$100,000 in cash through dead drop PIPE. This megsage
in Bogota, Colombia, in December. On December 1&as transmitted to the KGB by placing a signal at signal
1990, AMES obtained valuable intelligence informatiosite SMILE and leaving the message at dead drop
regarding a KGB officer cooperating with the CIABRIDGE.
AMES prepared a letter for the KGB on his home
computer advising the KGB of this information and On August 18, 1992, AMES typed a letter to the KGB
the cryptonym of the KGB officer. on his home computer, at his home in the Eastern District
of Virginia, discussing dead drops and his access to
Pursuant to AMES’ communication schedule with thelassified information, stating: “My lack of acceps
KGB, on April 25, 1991, AMES traveled to Vienna,frustrates me, since | would need to work harder tg get
Austria, to meet with his KGB handlers. Althoughwhat | can to you. It was easier to simply hand gver
cables! Documents are enclosed in this package which
should be of interest.”

In discussing his possible transfer to a differgnt
position within the CIA, AMES stated that, “If this jgb
offer becomes serious during the next week or so, I|will
surely take it. It would be more interesting
productive for us.” In this letter, AMES agreed tq a
personal meeting with the KGB in Caracas, Venezpela
and AMES also provided them with information on {he
level of CIA operations in Moscow, U.S. conclusians
about Russian technical penetrations of our embasgy in
Moscow, and CIA recruitment plans for Russign
officials. The letter also stated that, “My wife hps
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accomodated (sic) herself to understanding what | aNovember or December 1993. Upon his return to|the
doing in a very supportive way.” United States, AMES deposited more than $85,00D of
the KGB money received in Caracas into accounts he
AMES attempted to transmit this letter andcontrolled with his wife in banks in Northern Virginia
accompanying classified documents to the KGB oall deposits in amounts of less than $10,000.
August 19, 1992, by placing a pencil mark at signal site
HILL in the morning and thereafter leaving the On March 9, 1993, AMES typed a message to|the
documents and letter at dead drop GROUND at 4 p..dGB on his home computer discussing a variety of
that day. Early the next day, however, AMES returnetbpics including the morale of the CIA divisign
to the signal site and determined that his signal to tkencerned with the former U.S.S.R and Russia,
KGB had not been erased, signifying that they had npgérsonnel changes and budgetary matters in the [CIA,
picked up his package from the dead drop. AMESnd the fact that he was transmitting to them a “vari¢ty”
thereafter retrieved his package, and on Septemberof documents. AMES opened this message telling the
1992, typed a second letter to the KGB on his hom€GB, “All is well with me—I have no indications that
computer. This letter advised them that he had beanything is wrong or suspected.” This message, along
forced to retrieve his earlier drop and would signal themnith a package of classified documents and information,
again. This message, along with the earlier packageas transmitted to the KGB through a dead drop in
was retransmitted to the KGB in early Septembeviarch 1993.
through dead drop GROUND.

On May 26, 1993, AMES transmitted an “urgemt”
On October 2, 1992, pursuant to his communicatiomsessage to the KGB, asking for money to be deliv¢red
plan, AMES traveled to Bogota, Colombia, and theto him immediately through a dead drop in
on to Caracas, Venezuela, to meet with officers of thA&ashington, D.C. area. Four days later, the K[GB
KGB. During this meeting, AMES provided the KGBtransmitted a package containing a substantial amount
with classified information and received in returrof cash to AMES through dead drop BRIDGE. In July
approximately $150,000 in cash. The KGB alsd993, the KGB transmitted to AMES additional morjey
provided AMES with a communications plan for 1993through a dead drop, as well as a message discyssing
pursuant to which AMES would transmit informationan upcoming personal meeting, and their plan to tg¢st a
and messages to them by dead drops in January, Agtéad drop to determine whether it was secure. In|this
July, and October, receive money and messages fronessage, the KGB advised AMES that they wquld
the KGB in March, June, and September, and woujatovided additional money shortly, unless the mopey
meet with them personally in Bogota, Colombia, iwas postponed due to the “diplomatic pouch schedule.”

In preparation for his trip to Bogota on Septemberr 8,
1993, AMES drafted a message to the KGB stali
that he would be available to meet with them |on
October 1, 1993. On September 9, 1993, AMES|left
this message for the KGB, and that evening drove Wwith
his wife into the District of Columbia to determine
whether the KGB had received the message. Uater
that month, the KGB signaled AMES through sigpal
site NORTH, advising him they would be unavailable
to meet with him on October 1, 1993, and transmitt¢d a
message to him through dead drop PIPE stating [they
would meet with him between November 1 and
November 8, 1993. On October 18, 1993, AMES
signaled his willingness to attend this meeting in Bogota
by placing a chalk mark at signal site SMILE.
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Thereafter, on October 30, 1993, AMES traveled tof the Soviet intelligence services. During this perjod
Bogota, Colombia, where he met with officers of th@MES also disclosed to the KGB the identities of [an
KGB. In Bogota, AMES provided the KGB with Eastern European security officer who had begun
classified information in exchange for a substanti@looperating with the CIA, code namgd
amount of cash. In Bogota, AMES also received @MMOTORBOAT, and a soviet official cooperatirg
communications plan for 1994 which established newith CIA, codenamed GTPYRRHIC.
signal sites throughout the Washington metropolitan area
and provided for dead drops in February, March, May, Following his return in 1989 to CIA Headquartefs,
August, and September, face-to-face meetings AMES continued to provide the KGB with valuahble
Caracas, \enezuela, or Quito, Ecuador, in Novembelassified information related and unrelated to his
1994, and a face-to-face meeting in 1995 in eithgpecific CIA job assignments. AMES also provided
Vienna, Austria, or Paris, Franc®uring this meeting, the KGB with a substantial amount of informatipn
the KGB also advised AMES that they were holdingegarding CIA and other U.S. intelligence agenc|es,

$1.9 million for him. including information on budgets, staffing, personnel,
morale, strategy, and other issues affecting the Soviet

ll. _COMPROMISE OF CLASSIFIED Union and Russia.

INFORMA TION

When ALDRICH HAZEN AMES began spying for IV. THE FINANCES AND FALSE TAX
the KGB in the Spring of 1985, his position within theRETURNS
CIA guaranteed him access to most information relatingDuring this conspiracy, defendant ALDRICH
to penetrations of the Soviet military and intelligencelAZEN AMES received approximately $2.5 millign
services and intelligence operations against the Sovieim the KGB for his espionage activities. AMES
Union. AMES disclosed substantial amounts of thieceived this money primarily in face-to-face meetings
information, including the identities of Russian militaryoverseas, but also through dead drops in the Washington,
and intelligence officers who were cooperating with thB.C. area. While AMES was stationed in Rome,| he
CIA and friendly foreign intelligence services, includingleposited the bulk of this cash into two account$ at
but not limited to, sources codenamed GTACCORDELredit Suisse Bank in Zurich, SwitzerlahdFor
GTCOWL, GTFITNESS, GTBLIZZARD, example, on June 29, 1989, prior to departing Rome¢ for
GTGENTILE, GTMILLION, GTPROLOGUE, the Untied States, AMES deposited a total of $450,00
GTWEIGH, GTTICKLE, and other$. AMES’ in cash into two accounts he controlled at Credit Suisse.
disclosures included a substantial amount of TOP
SECRET information including signals intelligence. AMES and his wife, Rosario Casas Ames, used|the
AMES’ compromise of these penetrations of the Soviatoney received from the KGB to purchase a residg¢nce
military and intelligence services deprived the Uniteth Arlington, Virginia for $540,000, property ip
States of extremely valuable intelligence material fa€olombia, expensive automobiles, extensive wardrgbes,
years to come. and to pay approximately one-half million dollars|in

credit card bills. A portion of the money was used to

During his assignment to the U.S. Embassy in Ronseipport Rosario Casas Ames’ family in South Amefica
from 1986 to 1989, AMES provided the KGB withas well. Most of the money deposited in cash into United
valuable intelligence information concerning ClAStates banks was deposited in sums less than $1p,000
activities against the Soviet Union, including a larg® avoid having the financial institutions file a Currercy
number of double agent operations launched agaiffsansaction Report.
the Soviet Union. AMES compromised a substantial
number of double agent operations organized by U.SOf the approximately $2.5 million paid to AMES hy
intelligence agencies, and also advised the KGB of dilne KGB, none of the money was declared on AMES’
knowledge of Soviet double agent operations targetehhited States income tax returns. ALDRICH HAZEN
against the U.S. AMES informed the KGB of importanAMES subscribed and filed false Joint Income Tax
CIA strategies involving double agent operations arRReturns for tax years 1985, 1986, 1987, 1988, 1989,
answered detailed inquiries regarding past penetratidt®90, 1991, and 1992.
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In committing the foregoing acts, ALDRICH HAZEN | have provided the congressional intelligen
AMES acted knowingly, willfully, and unlawfully, not oversight committees with details concerning
by accident or mistake. damage caused by Aldrich Ames' treachery. But let

describe a basic outline of the damage that was @

ce
he
me
one,

Respectfully submitted, the weaknesses in the CIA which the incident revealed,
and the corrective actions which have been and are eing

HELEN F. FAHEY taken.
UNITED STATES ATTORNEY

The damage which Aldrich Ames did to his coungry

(NOTE: On 28 April 1994 Rick Ames was sentencedan be summarized in three categories:
to life inprisonment.)

— By revealing to the Soviet Union the identities|of
many assets who were providing information to the
Central Intelligence Agency United States, he not only caused their executions, but
also made it much more difficult to understand what
Washington, D. C. 20505 was going on in the Soviet Union at a crucial time i its

history;
Immediate Release 31 October 1995

— By revealing to the Soviet Union the way in which

DIRECTOR OF CENTRAL INTELLIGENCE the United States sought intelligence and handled assets,
JOHN DEUTCH STATEMENT TO THE PUBLIC he made it much more difficult for this country to gather

ON THE AMES DAMAGE ASSESSMENT vital information in other countries as well;

ets

Intelligence Community analysts and operations office@d American methods of espionage, he put the Spviet

has conducted a Damage Assessment of the actiond/gfon in the position to pass carefully selected “fed”

Aldrich Ames. who. while a CIA Directorate of material to this country through controlled assets;

Operations officer from 1985 to 1994, committed . _
espionage for Soviet (and later Russian) intelligence. The damage done by Aldrich Ames is documente

din

This Damage Assessment, commissioned by nif)e Damage Assessment Report which | have subntitted

predecessor, is now complete. | testified before tH@ the intelligence committees. | endorse the Repc
House and Senate Permanent Select Committees Y€ @lSo made this painstaking work of many mo
Intelligence on October 31st and laid out the finding@vailable to other agencies of government so
and actions that | have put in place to remedy tf&mage control actions can be taken.
shortcomings it identified.
While Ames damaged our intelligence activities i
The Ames case is one of those landmark events whigHmPer of areas, his betrayal of our most impor
defines the course of an organization. It requires sorA€Sets is particularly egregious. In a single disclos
public discussion because the American people needfgrevealed the identities of CIAs most valuable Soy
know that the Central Intelligence Agency has drawRussian assets.
the right lessons from the incident, and is moving o S
determinedly to make fundamental changes which will Theé Report also revisits deficiencies in t
reduce the chance that something like this will happé&fganization, procedures, and management of
again. Smart organizations use every experiencegentral _Intelllgence_Agency. These deficiencies fall i
whether good or bad — as motivation to improve. | af{¥0 Major categories:

determined to use the Ames case as the basis for bringing o o
bold management changes to the CIA. — The counterintelligence function in the CIA h

become neglected by management compared to
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functions. It was poorly staffed and organized, andWhat is critically important in this incident is the
characterized by lax procedures. Its coordination wifature. What is the Central Intelligence Agency dojng

the Department of Justice was badly flawed by turks a result of this incident, and its aftermath, to requce
tending and bureaucratic infighting. the chance that this happens again?

—

— Most troubling of all was an important new finding My most urgent task is to re-establish credibility wjth
of the Assessment, which is substantiated by a Spe@ar consumers. | will establish a new, independent
Inspector General Report | requested this summer, tRaistomer Review Process for sensitive human reporting
consumers were not informed that some of the mastat will be managed by the National Intelligence
sensitive human intelligence reporting they receivedouncil. Both the Directorate of Operations and pur
came from assets that were known or suspected of beingtomers agree with this mechanism to impropve
controlled by the KGB/SVR. This finding disturbs mecustomer knowledge without excessive intrusion into
greatly, and this deficiency is one of the first | haveperations.
moved to correct.

When | took office six months ago, | found that mgny

These are the major issues underlying the damagmrective actions in the wake of the Ames case Were
done and the shortcomings that were revealed by Aldriaghderway, well documented in a strategic plan |for
Ames’ espionage activities, and are documented in tbleange. | have taken additional actions in my time¢ as
thorough report which has been submitted to tHeirector of Central Intelligence, particularly in the argas
intelligence committees. of personnel, organization, and accountability.

DCI, John Deutch

312



Cl at the End of the 20th Century

The major categories of the corrective actions and—The establishment of the National Count

improvement are these: intelligence Center at CIA, headed by a senior
officer;

— A major changeover in the management of the
Central Intelligence Agency, including the replacement —Significantly increasing the application
of the top three levels of Agency management and muehunterintelligence to operations, and emphasiz
of the fourth level with new leadership committed t¢ounterintelligence awareness and training in
change. This new management team includes a netivities;
Deputy Director for Operations, as well as Associate
Deputy Directors for Operations, Counterintelligence, — New guidelines for Agency managers on hand
and Human Resources, and seven Directorate @hployee suitability issues and strengthening inte
Operations component chiefs. discipline procedures;

— Policies to ensure that new emphasis is place

The Ames Notebook the quality of agent recruitment and agent handl

rather than on the quantity of recruitment. This inclu

Ames passed the names of two CIA officers, who wer@ complete scrubbing of standards and criteria

handling compromised CIA agents, to the KGB in an effofpersonnel evaluation as well as a system of rew

to throw suspicion on them for the loss of Americarthat moves away from quantity to quality in as
intelligence penetrations of the Soviet Union. recruitment as the prime measure of success;

In an endeavor to be promoted, Ames asked the KGB to__ A revitalized system within the Directorate
provide a Russian spy for him to recruit but the KGB den'eg)perations to validate assets, bringing in a te

his request as too risky. approach involving analysts and counterintellige

The KGB changed their dead drop modus operandi aﬁgﬁicers from the very beginning of cases;

Ames gave them an FBI report on Soviet intelligence dead
drop methodology. For the first time, the KGB used public — Clearly defined standards and expectations fo
parks to clear dead drops and to communicate with Amegerformance of Chiefs of Station along with a clez
defined policy for their selection;
Despite missing three personal meetings because of

drunkenness, Ames met with the KGB 11 times between__ |njtiatives aimed at improving the Agency’s recollds

with them. and

The KGB expressed interest in their former republics and Perh i rtant. insist f h
asked Ames about CIA operations in these areas and if CIA™ er ?ps mps important, |nS|§Ien(.:e rom the
communicated directly with agents there. down on integrity and accountability in the Cent

Intelligence Agency. This includes the establishm

Br-

Bl

D f
ing
all

ing
rnal

0 on
ng,
des
for
ards
Set

am
ice

the
rly

rity;

top
ral
ent

The KGB asked Ames about a suspected KGB officer iaf component-level accountability boards within the

Vienna, Austria. Directorate of Operations and a senior Directorate-Is
accountability board.

After the Soviets advised Ames that they had set aside
$2 million for him, he attempted to have the money | 5150 considered the accountability of certain G

transferred to his bank account in the United States. Tla?ﬁcers in connection with the Damage Assessn]
Soviets refused fearing he might stop spying for them.

Ames never considered living on the property the kKggame SUb_JeCt' In making my determinations | app
arranged for him in Moscow: instead he thought about retirifge following standards:
in southern France or Colombia.

— That the performance deficiency at issue mus
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— That, unlike military practice, the individual beinghired, their careers are managed properly, an

position, had the opportunity or responsibility to actp take risks. By clearly defining the rules and man
and, ment expectations, we will encourage these officel
take the risks necessary to produce the crit

— That high levels of professionalism are requiredntelligence needed by our Nation.

The Inspector General, in the special report providedit must have solid procedures which ensure a qu
to me last month, recommended 12 CIA officers bgroduct for decision-makers throughout governm
held responsible for their roles in this matter. All buThis means emphasizing quality and authenticity ¢

my options for disciplinary action. Based on thagainst false information are comprehensive
information in the Damage Assessment Team Repefffective.

as well as the IG report, if these officers were still

employed, | would have dismissed two individuals from | believe that the changes which were taken be
CIA and taken no disciplinary action against five. | havay watch, and the additional measures | have takg
reprimanded the one officer who is currently employedoupled with the desire for fundamental, positive cha
As for the two | would have dismissed, both now arey the overwhelming majority of CIA officer

other former officers have been given reprimands or
warnings.

| want to emphasize that the Ames Damage Statement of the Director of Central
Assessment, in all of its detail, does nothing to shake  Intelligence on the Clandestine
my conviction that we need a clandestine service. Of - Services and the Damage Caused
all the intelligence disciplines, human intelligence is, .
indeed, the most subject to human frailty, but it also by Aldrich Ames
brings human intuition, ingenuity, and courage into play
against the enemies of our country. Often there is no
other way to penetrate a terrorist cell or a chemical
weapons factory or the inner circle of a tyrant. At critical
times human intelligence has allowed our leaders to

deal with the plans and intentions—rather than the  ToM the earliest days of the Republic, the Un
weapons—of our enemies. States has recognized the compelling need to cd

intelligence by clandestine means. For much of

| believe that the right actions are underway for tHdStory: this collection could only be done by hun
Ames incident to become the most powerful cataly@@ents- Recent technological developments hav
for change in the history of the Central Intelligence ; _
Agency. The key is drawing unflinchingly the right!9ence. The capacity of these technical systen
lessons and making the necessary changes. It will tak¥€S0me and our achievements are astonish
time to implement all these reforms and accomplidioWever, these technical means can never elimi
required changes to some aspects of the CIAs hablfié need for human sources of information. Often,
practices, and attitudes. The United States must h4y@re difficult the target is, the greater is the need
the best intelligence capability in the world, and thd!man agents.
capability includes the Operations Directorate of the
Central Intelligence Agency.

7 December 1995

Introduction and Overview

clandestine service of the United States has frequ

The Directorate of Operations must be staffed by top€€n the difference between victory and defeat, suc
notch people. This means that first-class people Aad failure. It has saved countless American lives

banned from future employment with the Agency. Fouhemselves— ensure that we are on the right track.

gourse, vastly increased our ability to collect intel-

Throughout our history, the contribution of the

the

held accountable must have had a direct responsibilfiyomotion system rewards those who maintain [the
and role—that is, the individual, by virtue of his/hehighest standards of integrity, but also who are prepjred
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one of those individuals has retired, thereby restrictimaimbers and volume. This also means that safegliards
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In recent years, human agents have provided vitas possible. For upon Secrecy, Success depends in
information on military and political developments inEnterprises of the kind, and for want of it, they
the Soviet Union, terrorist groups, narcotics traffickinggenerally defeated, however well planned & promis
development of weapons of mass destruction and otteefavorable issue.”
grave threats to the United States. These agents often
provided the key piece of information that formed the The American people will accept secret intellige
United States’ understanding of a critical internationadctivity only if four conditions are met. First the a
situation. must be consistent with announced policy go

Second, they must be carefully controlled under U

For decades, information from human agents insidew. Third, the operations should be consistent
the Soviet Union gave us vital insights into the intentionisasic American values and beliefs. And fourth, w
and capabilities of the Soviets. Ames clearly dealt American intelligence services make mistakes—asg
crushing blow to those efforts. Nonetheless, | atave and will surely do again—we learn from thg
convinced that when the full history of the Cold War isnistakes.
written, American intelligence-and human intelligence
in particular-will be recognized as having played an Because much of what the intelligence services ¢
important role in winning that war. secret, Congressional oversight is the key to provi

the American people the confidence that t

It must be remembered that for over forty years thatelligence services are meeting these four conditi
United States faced a hostile state with enormous nucléadeed Congressional oversight is the best way
power. A misstep by either side could have destroyetnfidence can be assured.
the world. That nuclear war did not occur and that the
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Soviet Union ultimately collapsed is in no small part We must not quit simply because we have made efors,

attributable to the brave, tireless and too often thanklesgen serious ones. The need for effective intelligg
efforts of the clandestine intelligence service of this too important. We must constantly learn from
United States. The DCI has a great responsibility tmistakes, make the necessary changes, and contir
preserve and nurture this vital capability. take the risks necessary to collect vital intelligence
urgently needed by the President, the Congress
That said, it must be pointed out that while humaather senior policy-makers.
agent operations have the potential for high gain, they

also entail high risk. Human agent operations are almosWith this in mind, we have moved quickly 1o

always in violation of another country’s laws. It isstrengthen the capabilities of the clandestine ser
therefore imperative that they be subject to tight policgicross a broad spectrum. Counterintelligence prog

nce
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control and carried out within the scope of Americahave been significantly enhanced, tradecraft technigues

law. These operations must be carried out in secret, fime being tailored for the world in which we now liy
secrecy is vital to success. and the technologies needed for the future are b
rapidly developed. Underpinning these efforts has |
The American public is often troubled by activitiesa renewed emphasis on quality management that
that are done in secret. This is a natural and healthgtention not only to what we do, but how we do it.
instinct. It has served our democracy extremely wethese initiatives, imbedded in a strategic plan develg
for over two hundred years. However, | believe thby the clandestine service this past year, position
American people understand the need for secrecy étandestine service to meet our future challenges.
human agent operations. They agree with a letter written
by George Washington when he was Commander-ithe Actual Damage

€,
eing
een
pays
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ped
the

Chief of the Continental Army in the summer of 1977: On the 3% of October, | appeared before the Holise

and Senate Intelligence Committees in closed ses

“The necessity of procuring good intelligence igo describe the results of the Ames damage asses;
apparent & need not be further urged-All that remairsommissioned by my predecessor, Jim Woolg
for me to add is, that you keep the whole matter as sedretlowing that testimony, we have continued to revi

sion
sment
ey.
W
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the report of the Damage Assessment Team (DAT) andHe disclosed details about US counterintelligence
to consult with both Committees, the Department @ictivities that not only devastated our efforts at the ti
Defense, the Department of State and other interestagt also made us more vulnerable to KGB operatlons
agencies. Accordingly, | believe it is appropriate tagainst us.
report to you on our continuing review and our
consultation with other agencies. | also believe it is He identified CIA and other intelligence community
important that additional information be made availableersonnel. Ames contends that he disclosed pergonal
to the American public so that they can understand thdormation on, or the identities of, only a few Ameri
nature and extent of the damage caused by Ames.irftelligence officials. We do not believe that assertion.
should also be recalled that in the 1980's, the U.S.
experienced a number of other espionage cases. Edwalde provided details of US intelligence technigal
Lee Howard, an agency officer, like Ames, causetbllection activities and analytic techniques.
considerable damage to US HUMINT Operations

against the USSR. John Walker and Ronald PeltorHe provided finished intelligence reports, currént
caused immense damage to US interests. (In Walkdrigelligence reporting, arms control papers, and sel
case, vast amounts of information on our militar{pepartment of State and Department of Defense ¢

of the damage. the Soviet, and later the Russian, effort to engal
“perception management operations” by feed|ng

Aldrich Ames’ espionage on behalf of the Sovietarefully selected information to the United States
Union and Russian from April 1985 through Februarthrough agents whom they were controlling without pur
1994 caused severe, wide-ranging and continuikkgowledge. Although the extent and success of [this
damage to US national security interests. In addition éffort cannot now be determined with certainty, we krjow
the points that | made in my public statement on 3hat some of this information did reach senior decisfon-
October, Ames did the following: makers of the United States.

In June 1985, he disclosed the identity of numerousAs the Committee knows, one of the most disturling
U.S. clandestine agents in the Soviet Union, at ledistdings of the DAT was that consumers of intelligerjce
nine of whom were executed. These agents were at tinere not informed that some of the most sensitive human
heart of our effort to collect intelligence andntelligence reporting they received came from agégnts
counterintelligence against the Soviet Union. As a resutjown or suspected at the time to be under the coptrol
we lost opportunities to better understand what was the KGB, and later the SVR. This finding wps
going on in the Soviet Union at a crucial time in histongubstantiated by a detail audit done by the CIA's

Inspector General. Because this aspect of the assegsment

He disclosed, over the next decade, the identity i so important and has generated so much pyblic
many US agents run against the Soviets, and later thierest, | would like to discuss it in some detail.
Russians.

In response to requests from the DAT, some

He disclosed the techniques and methods of doulglensumers of sensitive human reporting identified just
agent operations, details of our clandestine tradecrafter 900 reports from 1985 to 1994 that they considgred
communications techniques and agent validatigrarticularly significant. These consumers included
methods. He went to extraordinary length to learn abdQtA’'s Directorate of Intelligence, the Defenge
U.S. double agent operations and pass information bmelligence Agency, the National Security Agency, the
them to the Soviets. Military Services and other agencies. The DAT then

reviewed the case files of the agents who were the sgurce
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of just over half of these reports and conclude thatvee must examine certain important decisions take
disturbingly high percentage of these agent wetthe United States to ensure that they were not influe
controlled by the KGB, and later the SVR, or thaby these reports. If any decisions were influenceg
evidence exists suggesting that they were controlledfaulty reports, we must determine what, if any, correc
measures should be taken.
Although some of the reports from these sources were
accompanied by warnings that the source might beWith respect to the first step, | have established a
suspect, many other reports did not include adequaeistomer Review Process under the Natio
warning. The IG was asked to review reporting fronmtelligence Council. This process, which will inclu
the sources that the DAT concluded were known @ppropriately cleared representatives to our custd
suspected to be controlled. They concluded that Cldgencies, will work with the Directorate of Operatig
did not provide adequate warning to consumers of 36 ensure that recipients of extremely sensitive hu
reports from agents whom we have good reason itttelligence reports are adequately advised about
believe at the time were controlled and 60 reports froknmowledge of the source of the reports. This doeg
agents about whom we had suspicianthe time. Of mean that these representatives of other agencies
these 95 reports, at least three formed the basishaf told the identity of the source of the informati
memoranda that went to the President: one of thoB&ather, our goal is that recipients of especially sens
reports was from a source who we had good reasoninformation can adequately understand and evaluat,
believe was controlled. intelligence.

The DAT intended to review the source of each of With respect to the second step-reviewing decis
these reports but, for a variety of reasons, was not althat might have been made using controlled infor
to do so. For example, the filing system of the DO wa®n— it is important to understand that our knowled
incomplete and the sources for some reports could raftthe details of a Soviet perception management ¢
be identified. To expedite the review, the DAT did nois limited, as is what can be said publicly about
review the files of sources who produced only one @ubject. Also, it is not the job of the DCI to revig
two reports. In the end, the Team examined ardkcisions made by other agencies. However, it is
thoroughly reviewed the sources who produced roughlikely that the KGB and later the SVR, sought
55% of the reports cited by consumers as significamtfluence U.S. decision-makers by providing control
suspicions. While these and other reports could watiformation designed to affect R&D and procurem
have been reflected in other such analytic products, wlecisions of the Department of Defense. The [
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have not identified them. believes one of the primary purposes of the perception

management program was to convince us that
The fact that we can identify only a relatively fewSoviets remained a superpower and that their mili
significant reports that were disseminated witlR&D program was robust.
inadequate warning does not mitigate the impact of
Ames'’ treachery or excuse CIAs failure to adequately In an effort to understand the impact of th
warn consumers. We believe that, whatever the numb&sviet/Russian program, the DAT reviewed intellige
of such reports, the provision of information fromreporting relevant to a limited number of acquisit
controlled sources without adequate warning wasdecisions taken by the Department of Defensg
major intelligence failure that calls into doubt thedetermine whether any reports from controlled
professionalism of the clandestine service and theispect agents had an impact on the decisions.
credibility of its most sensitive reporting. reporting covered eight categories of weapon syst¢
including aircraft and related systems, ground fg
The situation requires us to take two steps. First, amtapons, naval force weapons, air defense missile
most importantly, we must ensure that such informatiarruise missiles. The DAT concluded, in coordinat
does not reach senior policy-makers in the future withoutith DIA and the intelligence components of t
adequate warning that the information comes frommilitary departments, that the impact varied frg
sources we know or suspect to be controlled. Secomupgram to program. In some cases the impact
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negligible. In other cases, the impact was measurabpmsitions. The DAT interviewed a limited number |of
but only on the margin. officials with respect to arms control issues and related
programs. The DAT found no major instance where
The dissemination of reports on Soviet/RussiaBoviets maneuvered U.S. or NATO arms confrol
military R&D and procurement programs fromnegotiators into giving up a current or future militgry
guestionable sources had the potential to influence Ucpability or agreeing to monitoring or verification
military R&D and procurement programs costingprovisions that otherwise would not have been adopted.
billions of dollars. The DAT surveyed a number ofThis conclusion is buttressed by the fact that the So\jiet's
intelligence consumers in the Department of Defenskargaining position grew increasingly weak as|its
They found that consumers were often reluctant to stateonomy deteriorated and Gorbachev strugglefl to
that this reporting had any significant impactmaintain control.
Determining damage always involves much speculation,
but the team concluded that “clear cut damage” to After reviewing the DAT report, | believe itis incorrect
intelligence analysis may have been limited to a “fewo maintain that this reporting was completely irreleviant
cases.” They cited three in particular: or completely determinate in U.S. weapon system
decisions. The process by which U.S. weapons system
Areport in the late 805 that would have influenced development and acquisition decisions are made is
debates on U.S. general purpose forces, complex and involves many considerations. These
include technical feasibility, force modernization, life
Analyses of Soviet plans caused s to revise logistics cycle cost, and industrial base considerations, as |well
support and basing plans in one overseas theater (see as estimates of the near and long term threat. No single
also above), and . . . .
strand of intelligence information ever serves as the full

Studies of certain Soviet/Russian cruise missile and Justification for undertaking a large program.

fighter aircraft R&D programs may have _ _ S )
overestimated the pace of those programs. The kind of impact that intelligence does have is

In addition, the team reviewed intelligence reporting  Influencing the pace and timing of a
that supported decisions in a number of defense policydevelopment program to meet an anticipated
areas, including U.S. military strategy. The team found threat. This is an influence at the margin of systen
that reporting from controlled or suspect agents had aacquisition.
substantial role in framing the debate. The overall effect
was to sustain our view of the USSR as a credible Shaping the thinking of the technical and
military and technological opponent. The DAT found contractor community on the threat envelopg
that the impact of such information on actual decisions, facing a system under development.
however, was not significant. In some cases, our military
posture was altered slightly. In one example, changes Creating an impression, in combination with
already underway to enhance the survivability and other information, of the status and vitality of an
readiness of the basing structure in an overseas theateadversary’s military R&D and procurement
was justified by information received from a controlled activities.
source. However, before the changes could be fully
carried out, the Soviet Union collapsed, obviating the All of this affects the context in which U.S. acquisitipn
need for the change. decisions are made. | believe the net effect of the Sqviet/

Russian “directed information” effort was that We

The DAT also reviewed a handful of national securitpverestimated their capability. Why the Soviet/Rusgian
issues that were the most likely to have been impactie@dership thought this was desirable is speculativ
by Ames’ actions. For example, Ames passed U.S. all-
source analysis of Soviet motives and positions in armsA DoD team, working at the direction of the Depyty
control negotiations. His espionage assisted their effoffecretary of Defense, recently completed fhe
to feed us information that supported the Soviddepartment's review of the impact of directed reporting

-

)
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on military policy, acquisition, and operations. That However, it is extremely important that we not
report has been briefed to the Secretary and Deputgderestimate the terrible damage done by Anpes’
Secretary of Defense and the Congress. treachery. It is impossible to describe the anger [and
sense of betrayal felt by the Intelligence Community. It
The combination of the loss of key human sourcasverberates to this day and has given all of us rengwed
compromised by Ames, plus the directed informatiomotivation to do our jobs. Across the board, in all afeas
the KGB and SVR provided to the U.S. throughof intelligence activitie—from collection, to countefr-
controlled sources, had a serious impact on our abilitgtelligence, to security, to analysis and production, to
to collect and analyze intelligence information. Thé¢he administrative activities that support the Commupity
DAT concluded that Ames’ actions diminished oueffort—we must renew our efforts to ensure that pur
ability to understand: activities are conducted with integrity, honesty, and|the
highest standards of professionalism. To do less |s to
Internal Soviet development, particularly the fail.
views and actions of the hard liners with the respect
to Gorbachev in the late 1980's; | believe that the most important value the Intelligepce
Community must embrace is integrity—both persgnal
Soviet, and later Russian, foreign policy and professional. We operate in a world of deception.
particularly Yeltsin’s policies on non-proliferation It is our job to keep this nation's secrets safe angl to
and Russian involvement in the former CIS states; obtain the secrets of other nations. We engage in
and deception to do our job and we confront deception
undertaken by other nations.

The extent of the decline of Soviet and Russian
military technology and procurement programs. But we must never let deception become a way of
life. We must never deceive ourselves. Perhaps more
The Ames case—and the other espionage casedhain any other government agency, we in the CIA must
the 80s—remind us that other issues must be addresdee the highest standards of personal and profesgional
These include the serious lack of adequate countamtegrity. We must be capable of engaging in deceptive
intelligence during much of the 80s and early 90s. Mactivities directed toward other nations and groups while
predecessors, the Attorney General and the Directorrmfintaining scrupulous honesty among ourselves|and
the FBI have made great progress in repairing thigith our customers. We must not let the need for segrecy
extremely important function. We have continued tobscure the honest and accurate presentation df the
make progress, but much works remains to be doneintelligence we have collected or the analyses we have
detailed in my statement of 31 October a humber gfoduced.
steps that are underway to correct these serious
problems. | believe we have approached the damage done by
Ames with honesty and integrity. We have made|the
| look forward to working with the Committees tohard calls. We may have to make more. We have taken
ensure the adequate implementation of these measutis. steps necessary to discipline those responsible, to
| assure you that my colleagues in the Intelligenceeduce the likelihood of such damage recurring and to
Community are fully committed to achieving thesébegin to restore the confidence of our customers|and
important reforms. the American people.

Conclusions As | said at the beginning of this report, clandestine

| regret that | cannot discuss in public more detalluman operations remain vital to this country’s secufity.
about the actual damage done by Aldrich Ames. To dthey are often the most dangerous and diffiqult
so would compound that damage by confirming to thiatelligence operations to conduct. But | want to asgure
Russians the extent of the damage and permit themthe Congress and the American people that the Amefican
evaluate the success and failures of their activities. Trdandestine service will continue to conduct th¢se
| cannot do. operations and do so in the highest tradition of inte
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courage, independence and ingenuity that have madisciplinary recommendations. As a precautionjry
our service the best in the world. measure, | did ask my Deputy for Inspections, who is
otherwise uninvolved in the Ames investigation, to view
the escrow list to advise of any individuals on it whpm

Unclassified Abstract of the CIA we might have failed to interview through inadverterice.
Inspector Generals Report on the That has been our only involvement with the

Aldrich H. Ames Case escrow list.

Third, there was an unusual limitation placed on pur
Preface to the Report from the 1G inquiry at the outset caused by a desire on the pgrt of
Procedurally, this has been an unusual report for th& DCI, the Department of Justice and the U.S. Attofney
CIA IG to write. In the first instance, our inquiry wasin the Eastern District of Virginia to do nothing that
directly requested by the Chairman and Vice-Chairmagould complicate the Ames trial. We willingly compligd
of the Select Committee on Intelligence of the U.Syith these constraints, Confining ourselves|to
Senate in late February 1994—shortly after Aldrich Hyackground file reviews and interviews of non-witnesses
Ames was arrested. Normally, our congressionghtil the Ameses pled guilty on April 28, 1994. The
oversight committees ask the Director of Centradonsequence has been that we have had to cover g great
Intelligence to request an IG investigation. On thigeal of ground in a short period of time to conduct this
occasion their request was directed to the IG. investigation in order to have a report ready for the IDCI
and the congressional oversight committees| by

Second, the DCI chose to ask us to look into the Am%ptember 1994. |am extreme|y proud of our 12_pe son
matter in phases after Ames’ arrest for fear of disruptingvestigative team.

the Ames prosecution. We were requested to inquire
into the circumstances surrounding the Cl investigation Apart from the unusual procedures affecting

of the Ames betrayal: investigation, the Ames case presented several
substantive problems as well. This case raised so nany

What procedures were in place respecting CIA issues of concern to the DCI, the oversight commitfees
counterespionage investigations at the time Ames and the American people, that we have not chosen to

volunteered to the Soviets in 1985; tell the story in our normal chronological way. Instefd,
. we have focused on themes: Ames'’ life, his career, his
How well did they work; and vulnerabilities. We have tried to discuss how

counterespionage investigations have been conduicted
What was the nature of CIAs cooperation with  in CIA since the Edward Lee Howard betrayal and [the
the FBI in this case. Year of the Spy, 1985—in the context of this particylar
case. Necessarily, we have made analytical judgments
On March 10, 1994, the DCI asked us to seek tghout what we have learned—some of them quite harsh.
determine if individuals in Ames’ supervisory chainwe believe this is our job—not just to present the facts,
discharged their responsibilities in the manner expectgg to tell the DCI, the oversight committees and ofher
of them and directed the Executive Director of CIA tQeaders how it strikes us. We have the confidence {o do
prepare a list of Ames’ supervisors during the relevagijs because we have lived with the guts of Amgs'’s
periods. The DCI also directed that awards angktrayal and his unearthing for countless hours an¢l we
promotions for the individuals on the Executivepwe our readers our reactions. In this sense our 12
Director’s list be held in escrow pending the outcomgyestigators are like a jury—they find the facts gnd
of the IG investigation. | wish to state at this point thatyake recommendations to the DCI for his final
neither | nor any member of the team investigating thetermination. This investigative team, like a jury,
Ames case have viewed the DCI's escrow list. Wgpresents the attitude of the intelligence professignals
wanted to be as completely unaffected by the names 8m whose ranks they are drawn and from whom they
the list as we could be in order to discharge olrew testimony—sometimes shocked and dismay&d at
responsibility to advise the DCI objectively of possiblgyhat we've learned, often appreciative of the individual
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acts of competence and courage, and always intriguegaknesses were observed by Ames’ colleagueq and
by the complexity of the Ames story. supervisors and were tolerated by many who did{not
consider them highly unusual for Directorate |of

In the end, the Ames case is about accountability, bafiperations officers on the “not going anywhelfe”
individual and managerial. The DCI and theromotion track. That an officer with these obseryed
congressional oversight committees have made this thelnerabilities should have been given counter-
issue, but if they had not, we would have. As a postscriptelligence responsibilities in Soviet operations where
to my opening sentences, let me note that the CIA I was in a prime position to learn of the intimate defails
had begun to look into the Ames case on its own, evefthe Agency’s most sensitive operations, contact Sgviet
before the SSCI or the DCI had requested it, becausificials openly and then massively betray his trugt is
we believe that the statute setting up our office requiréifficult to justify. The IG investigative team has begn
it. The issue of managerial accountability has been odismayed at this tolerant view of Ames’ professiohal
of this office’s principal points of focus since itsdeficiencies and the random indifference given to|his
inception in 1990—and we have enjoyed mixed succeassignments, and our recommendations reflect thaf|fact.
in our reviews and recommendations to promote it.

Finally, on the grander scale of how the reaction to
Seeking to determine managerial accountability in thtee major loss of Soviet cases in 1985-86 was managed,
Ames case has not been an easy task. On the individoat team has been equally strict, demanding and greatly
level, we have uncovered a vast quantity of informatiodisturbed by what we saw. If Soviet operations—the
about Ames’ professional sloppiness, his failure to fileffort to achieve human penetrations of the USSR for
accountings, contact reports and requests for foreiforeign intelligence and counterintelligeng¢e
travel on time or at all. We have found that Ames waasformation—was the highest priority mission of the
oblivious to issues of personal security botltlandestine service of CIA in 1985-86, then the losp of
professionally—he left classified files on a subway trainrmost of our assets in this crucial area of operatjons
and in his espionage—he carried incriminatingshould have had a devastating effect on the thinking of
documents and large amounts of cash in his airlinbe leaders of the DO and CIA. The effort to probel|the
luggage; he carried classified documents out of Cleasons for these losses should have been of the|most
facilities in shopping bags; and he openly walked intaital significance to U.S. intelligence, but particulafly
the Soviet Embassy in the United States and a Sovietthe CIA, and should have been pursued with|the
compound in Rome. We have noted that Ames’ abusémost vigor and all necessary resources until an
of alcohol, while not constant throughout his careeexplanation—a technical or human penetration—\{vas
was chronic and interfered with his judgment and thieund.
performance of his duties. By and large his professional
It is true that the spy was found, but the course tojthat
conclusion could have been much more rapid and direct.

ﬁ While those few who were engaged in the search may

have done the best they could with what they hadl, in
this investigation we have concluded that the intelliggnce
losses of 1985-86 were not pursued to the fullest extent
of the capabilities of the CIA, which prides itself pn
being the best intelligence service in the world. The
analytical judgments and recommendations in this
Report reflect that conclusion. We wish it could have
been otherwise.

Frederick P. Hitz
Inspector General

Aldrich Hazen Ames
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Summary 1986, a small Special Task Force (STF) of four offigers
1. Inthe spring and summer of 1985, Aldrich H. Amesperating under the direction of the Counter-intelligence
began his espionage activities on behalf of the Sovigtaff (Cl Staff) was directed to begin an effort|to
Union. In 1985 and 1986, it became increasingly cledetermine the cause of the compromises. This effort,
to officials within CIA that the Agency was faced withwhich was primarily analytic in nature, paralleled a
amajor Cl problem. Asignificant number of CIA Sovieteparate FBI task force to determine whether the |FBI
sources began to be compromised, recalled to the Sotiatl been penetrated. The FBI task force ended, ard the
Union and, in many cases, executed. A number of theSE\A STF effort diminished significantly in 1988 as its
cases were believed to have been exposed by Edwpadticipants became caught up in the creation of| the
Lee Howard, who fled the United States in Septemb@ounterintelligence Center (CIC). Between 1988 and
1985 to avoid prosecution for disclosures he made earli)90, the CIA molehunt came to a low ebb as the officers
that year. However, it was evident by fall of 1985 thahvolved concentrated on other Cl matters that were
not all of the compromised sources could be attributéelieved to have higher priority.

to him.
4. In late 1989, after his return from Rome, Ames’

2. Laterin 1985, the first Agency efforts were initiatedifestyle and spending habits had changed as a reslt of
to ascertain whether the unexplained compromises cotlié large amounts of money he had received fron] the
be the result of: KGB in return for the information he provided. Amgs

made no special efforts to conceal his newly acquired
a. faulty practices by the sources or the CIA wealth and, for example, paid cash for a $540,000 hgme.
officers who were assigned to handle them (i.e., This unexplained affluence was brought to the attertion

whether the cases each contained “seeds of theirof the molehunt team by a CIA employee in late 1989,

own destruction™; and a CIC officer began a financial inquiry. The

preliminary results of the financial inquiry indicatg¢d
b. a physical or electronic intrusion into the several large cash transactions but were not considered

Agency’'s Moscow Station or Agency particularly significant at the time.

communications; or

5. Nevertheless, information regarding Amegs’
c. a human penetration within the Agency (a finances was provided to the Office of Security (QS)
“mole”). by CIC in 1990. A background investigation (BI)
conducted and a polygraph examination was schedpled.
Although they were never discounted altogether, tfiéhe Bl was very thorough and produced informa
first two theories diminished in favor over the years ahat indicated further questions about Ames and| his
possible explanations for the losses. A “molehunt—spending habits. However, this information was hot
an effort to determine whether there was a humamnade available to the polygraph examiners who tested
penetration, a spy, within CIAs ranks—was pursuelim, and CIC did not take steps to ensure that|the
more or less continuously and with varying degrees ekaminers would have full knowledge of all it kngw
intensity until Ames was convicted of espionage in 1994bout Ames at the time. In April 1991, OS determifed
nine years after the compromises began to occur. that Ames had successfully completed the reinvesti-
gation polygraph with no indications of deception, just
3. The 1985-1986 compromises were first discussed he had five years previously.
in late 1985 with DCI William Casey, who directed that
the Deputy Director for Operations (DDO) make every 6. In 1991, CIA's molehunt was revitalized and
effort to determine the reason for them. In January 1986juvenated. Two counterintelligence officers were
SE Division (Soviet East European Division, lateassigned full-time to find the cause of the 198586
renamed Central Eurasia Division, directed operatioaempromises. The FBI provided two officers to wark
related to the Soviet Union and its successor states)part of the molehunt team.
instituted new and extraordinary compartmentation
measures to prevent further compromises. In the fall of
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7. During this phase, attention was redirected at Amésnes as a hostile intelligence penetration of CJA.
and a number of other possible suspects. In March 199%thout their efforts, it is possible that Ames might neyer
a decision was made to complete the financial inquityave been successfully identified and prosecuted.
of Ames that had been initiated in 1989. In AugusAlthough proof of his espionage activities was not
1992, a correlation was made between bank depogitstained until after the FBI began its Cl investigatjon
by Ames that were identified by the financial inquiryof Ames in 1993, the CIA molehunt team played a
and meetings between Ames and a Soviet official thatitical role in providing a context for the opening of jan
the Agency and FBI had authorized in 1985. The joirtensive investigation by the FBI. Moreover, althodgh
CIA/FBI analytic effort resulted in a report written inthe CIA and the FBI have had disagreements jand
March 1993, which concluded that, among other thingdifficulties with coordination in other cases in the past,
there was a penetration of the CIA. It was expected ltlyere is ample evidence to support statements by |both
CIA and FBI officials that the report, which includedFBI and CIA senior management that the Ames g¢ase
lists of CIA employees who had access to thevas a model of Cl cooperation between the fwo
compromised cases, would be reviewed by the FBI agencies.
consideration of further investigative steps.

10. From its beginnings in 1986, however, the
8. The totality of the information available to CICmanagement of CIA's molehunt effort was deficient in
and the FBI prompted the FBI to launch an intensive Geveral respects. These management deficiencies
investigation of Ames. During this phase, the FBtontributed to the delay in identifying Ames as a posdible
attempted to gather sufficient information to determinpenetration, even though he was a careless spy|who
whether Ames was in fact engaged in espionage, awds sloppy and inattentive to measures that wguld
the Agency molehunt team was relegated to a supportiognceal his activities. Despite the persistence of| the
role. Every effort was made to avoid alerting Ames tmdividuals who played a part in the molehunt, it suffefed
the FBI Cl investigation. According to FBI and Agencyfrom insufficient senior management attention, a lack
officials, it was not until a search of Ames’ residentiabf proper resources, and an array of immediate |and
trash in September 1993, which produced a copy of artended distractions. The existence and toleratign of
operational note from Ames to the Russians, that thélyese deficiencies is difficult to understand in light| of
were certain Ames was a spy. After the FBI had gatherdte seriousness of the 1985-86 compromises |and
additional information, Ames was arrested on Februapspecially when considered in the context of the sg¢ries
21, 1994 and pled guilty to espionage on April 28, 1994f other Cl failures that the Agency suffered in the 19B0s
and the decade-long history of external attention tq the
9. The two CIA officers and the two FBI officers whoweaknesses of the Agency’s Cl and security programs.
began working in earnest on the possibility of an Agenchhe deficiencies reflect a CIA CI function that has pot
penetration in 1991 under the auspices of the Agencyiscovered its legitimacy since the excesses of Jgmes
CIC deserve credit for the ultimate identification ofAngleton, which resulted in his involuntary retirement
from CIA in 1974. Furthermore, to some extent, the
“Angleton Syndrome” has become a canard that it ysed
to downplay the role of Cl in the Agency.

11. Even in this context, it is difficult to understapd
the repeated failure to focus more attention on Ames
— earlier when his name continued to come up throughout
- the investigation. He had access to all the compronjised
| cases; his financial resources improved substantially for
' unestablished reasons; and his laziness and poor
performance were rather widely known. All of thgse
are Cl indicators that should have drawn attention to
Ames. Combined, they should have made him sfand
out. Arguably, these indicators played a role in the fact

Rosario Ames
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that Ames was often named as a prime suspect by thtuggcal profile of Ames that was prepared as part of this
involved in the molehunt. investigation indicates a troubled employee with a
significant potential to engage in harmful activities.
12. One result of management inattention was the
failure of CIA to bring a full range of potential resources 15. Although information regarding Ames
to bear on this counterespionage investigation. Thgmmfessional and personal failings may not have heen
was an over-emphasis on operational analysis and thailable in the aggregate to all of his managers ¢r in
qualifications thought necessary to engage in suahny complete and official record, little effort was mgde
analysis, and a failure to employ fully such investigatiiey those managers who were aware of Ames’ poor
techniques as financial analysis, the polygraplperformance and behavioral problems to identify [the
behavioral analysis interviews, and the review of publigroblems officially and deal with them. If Agengy
and governmental records. These problems wemeanagement had acted more responsibly gand
exacerbated by the ambiguous division of theesponsively as these problems arose, it is possiblg that
counterespionage function between CIC and OS atite Ames case could have been avoided in that he might
the continuing subordination by the Directorate afiot have been placed in a position where he could |give
Operations (DO) of CI concerns to foreign intelligencaway such sensitive source information.
collection interests. Excessive compartmentation has
broadened the gap in communications between CIC and6. The principal deficiency in the Ames case was
0S, and this problem has not been overcome desitfie failure to ensure that the Agency employed its pest
efforts to improve coordination. CIC did not sharefforts and adequate resources in determining ¢n a
information fully with OS or properly coordinate thetimely basis the cause, including the possibility gf a
OS investigative process. human penetration, of the compromises in 1985-86 of
essentially its entire cadre of Soviet sources. [The
13. These defects in the Agency’s capability tandividual officers who deserve recognition for their
conduct counterespionage investigations have be@fes in the eventual identification of Ames were for¢ed
accompanied by a degradation of the security functio@ overcome what appears to have been significant
within the Agency due to management policies anidattentiveness on the part of senior Agercy
resource decisions during the past decade. Themanagement. As time wore on and other priorifies
management policies emphasize generalization ovetervened, the 1985-86 compromises received les$ and
expertise, quantity over quality, and accommodatidass senior management attention. The compro
rather than professionalism in the security field. Thisere not addressed resolutely until the spring of

polygraphs successfully in 1986 and 1991 after he begamd crafty, but because the Agency effort
his espionage activities. inadequate.

significant access to highly sensitive information despitind senior Cl and security officials, should also be held
strong evidence of performance and suitability problenagcountable for not ensuring that the Agency madle a
and, in the last few years of his career, substantiabximum effort to resolve the compromises quickly

suspicion regarding his trustworthiness. A psycho-
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through the conduct of a focused investigation 22. Ames’ opportunity to expand his field experier
conducted by adequate numbers of qualified personneime with his assignment to the New York Base of
DO’s Foreign Resources Division from 1976 to 19

What was Ames’ Career History with CIA? The PARs that Ames received during the last fouf

18. In June 1962, Ames completed full processingis five years in New York were the strongest of
for staff employment with the Agency and entered ooareer. These PARs led Ames to be ranked in thg
duty as a GS-4 document analyst in the Record9% of GS-13 DO operations officers ranked
Integration Division (RID) of the DO. Within RID, promotion in early 1982. He was promoted to GS
Ames read, coded, filed, and retrieved documents relatedviay 1982.
to clandestine operations against an East European
target. He remained in this position for five years while 23. The career momentum Ames established in ||
attending George Washington University, on a part-timéork was not maintained during his 1981-83 tour
or full-time basis. In September 1967, Ames receiveldexico City. This assignment, like his earlier tour g
his Bachelor of Arts degree in history with an averagis later tour in Rome, failed to play to Ames’ streng
grade of B-. as a handler of established sources and emphal

instead an area where he was weak—the develop

19. Ames originally viewed his work with RID as aand recruitment of new assets. In Mexico City, An
stopgap measure to finance his way through collegepent little time working outside the Embassy, develg
However, he grew increasingly fascinated byew assets, and was chronically late with his finan
intelligence operations against Communist countrieaccountings. Further, Ames developed problems
and, influenced by other RID colleagues who weralcohol abuse that worsened to the point that he ¢
entering the Career Trainee (CT) program, he applieeas able to accomplish little work after long, liqu
and was accepted as a CT in December 1967. WHanches. His PARs focused heavily, and negatively
Ames completed this training nearly a year later, hais failure to maintain proper accountings and w
was assigned to an SE Division branch. He remaingénerally unenthusiastic. In Mexico City, Ames a
there for several months before beginning Turkishecame involved in an intimate relationship with
language studies. Colombian cultural attache, Maria del Rosario C3

Dupuy.

20. Ames'’ first overseas posting took place between
1969 and 1972. It was not a successful tour, and the24. Despite his lackluster performance in Mex
last Performance Appraisal Report (PAR) of his tou€ity, Ames returned to Headquarters in 1983 t
stated, in effect, that Ames was unsuited for field worgosition that he valued highly. His appointmentas C
and should spend the remainder of his career afta branch in an SE Division Group was recommen
Headquarters. The PAR noted that Ames preferrday the officer who had supervised Ames in New Y
“assignments that do not involve face-to-face situatiorand approved by Chief, SE Division and the DDO. T
with relatively unknown personalities who must bgoosition gave him access to the Agency’s worldw
manipulated.” Such a comment was devastating for &oviet operations. Ames completed this tour with
operations officer, and Ames was discouraged enougtivision by being selected by the SE Division Chief
to consider leaving the Agency. one of the primary debriefers for the defector Vit

Yurchenko from August to September 1985. For

21. Ames spent the next four years, 1972-76, atork in the SE Division Group, Ames was ranked v,
Headquarters in SE Division. Managing the paperworkear the lower quarter of DO operations officers at
and planning associated with field operations at grade at this time.
distance was more comfortable for Ames than trying to
recruit in the field himself, and he won generally 25. By early 1984, Ames was thinking ahead to
enthusiastic reviews from his supervisors. One payafext field assignment and asked to go to Rome as (
from this improved performance was the decision iof a branch where he had access to information regal
September 1974 to name Ames as both the Headquarteeny operations run or supported from that post.
and field case officer to manage a highly valuetkft for Rome in 1986. He once again began to d
Agency asset.
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heavily, particularly at lunch, did little work, sometimes  Analytical skills, particularly collating myriad
slept at his desk in the afternoons, rarely initiated bits of information into coherent patterns;
developmental activity, and often fell behind in
accountings, reporting and other administrative matters. Writing skills, both in drafting operational cables
Ames was successful in managing liaison relations with and crafting more intuitive thought pieces;
U.S. military intelligence units in Italy, but he registered
few other achievements. Intellectual curiosity and willingness to educate
himself on issues that were beyond the scope (¢
26. Ames’ mediocre performance for the Agency his immediate assignment; and
in Rome did not prevent his assignment upon his return
to Headquarters in mid-1989 to head a branch of an SE Creativity in conceiving and implementing
Division Group. Here again he had access to manysometimes complex operational schemes anfd
sensitive cases. When that position was eliminated in aliaison programs.
December 1989 reorganization of SE Division, Ames
became Chief of another SE Division branch, where he31. Ames was far less successful—and indeed |was
remained until late 1990. At this time, Ames was rankegknerally judged a failure—in overseas assignments
in the bottom 10% of DO GS-14 operations officerawhere the development and recruitment of assets|was
He appears to have been a weak manager who focuttesl key measure of his performance. For most of his
only on what interested him. career, moreover, a number of work habits also had a
dampening impact on his performance. These incluped:
27. Ames moved to a position in the Counter-
intelligence Center in October 1990. In the CIC, where Inattention to personal hygiene and a sometimels
he remained until August 1991, he prepared analytical overbearing manner that aggravated the perceptiqn
papers on issues relating to the KGB but also had accesthat he was a poor performer;
to sensitive data bases. Discussions between Ames and
the Deputy Chief, SE Division, resulted in Ames A lack of enthusiasm for handling routine
temporary return to SE Division as head of a small KGB administrative matters. By the late 1970’s, wher
Working Group between August and November 1991. Ames was assigned to New York, this pattern o
behavior was evident in his tardy filing of financial
28. In 1991, Chief SE Division requested that a accountings and failure to document all of his
counternarcotics program be established through liaisonmeetings in contact reports. Ames’ disdain for
with the states of the former Soviet Union. Thereafter, detail also manifested itself in his pack-rat
Ames began a rotation to the Countenarcotics Centeramassing of paper and his failure, especially ir
(CNC) in December 1991. At CNC, where Ames Rome, to handle action cables appropriately ang
remained until his arrest, he worked primarily on expeditiously; and
developing a program for intelligence sharing between
the United States and cooperating countries. Selective enthusiasm. With the passage of time,
Ames increasingly demonstrated zeal only for
29. Ames was arrested on February 21, 1994. Onthose few tasks that captured his imagination whilg
that date, DCI Woolsey terminated his employment with ignoring elements of his job that were of little
the Agency. personal interest to him.

=

\174

What were Ames’ Strengths, Weaknesses arfileeping on the Job

Vulnerabilities? 32. A significant number of individuals who haye
worked with Ames in both domestic and foreign
Performance Problems assignments state that it was not uncommon for Ames
30. Ames appears to have been most successful aodbe seen asleep at his desk during working hours. | This
productive in assignments that drew on his: behavior often coincided, especially in Rome andl at
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Headquarters in the 1990's, with Ames having returnedkliberately avoided filing complete and timely repa
from lunch where he consumed alcohol. of his contacts with Soviet officials in Washington.

he had done so, he believes, Agency and FBI offig
Failure to File Required Reports might have identified contradictions. Moreover,

s
If
ials
he

33. The Agency has an established system of repohislieves they would have seen no operational advangtage

of various kinds that serve administrative, operational) the meetings, ceased the operation, and remove
security, and counterintelligence purposes. Ames paigiady pretext for his espionage activities. This also
very little attention to a variety of these reportingrue of his meetings with Soviets in Rome.
requirements. His attention to these matters was by
and large ignored, to the extent it was known by Agendsinancial Accountings
management. 36. Throughout the course of Ames’ care
managers reported that they frequently counseled
Foreign Travel reprimanded him, or cited in his PAR Ames' refusa
34. Over the course of several years, Ames failed wovide timely accountings and properly maintain
report foreign travel to OS as required by Headquartemvolving operational funds. This is more than
Regulation. It is difficult to determine whether and tajuestion of financial responsibility for DO officers.
what extent management was aware of his unreportaldo provides DO managers with another mean
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his
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travel. The official record includes no mention, butonitoring and verifying the activities of the operatigns

fellow employees appear to have had some knowledggicers they supervise.
of his travels, especially in Rome.
Foreign National Contacts and Marriage
Contact Reports 37. Ames also did not fully comply with Agend
35. Ames also failed to file timely contact reportgequirements in documenting his relationship w
regarding many of his meetings with foreign officialsRosario. He never reported his intimate relationg
While this failure originally may have been related tavith her as a “close and continuing” one while he v
his laziness and disdain for regulations, it became mdreMexico City. Management was aware generally
calculated and had serious Cl implications once he heslationship but not its intimate nature and did not pu
volunteered to the Soviets in 1985. Ames states thattie reporting. He did follow proper procedures

L to R: NACIC officers Rusty Capes and Anna Kline; FBI Special Agent Les Wiser; who was in
charge of the Ames Investigation and NACIC Branch Chief Frank Rafalko.
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obtaining approval for their marriage. However, Agency 40. In regard to why they did not deal with problems
management did not accept or implement properly trassociated with Ames’ alcohol abuse, several Aggncy

a U.S. citizen. drinking did not stand out since there were employees

Security Problems cite a lack of support from Headquarters in dealing
38. Ames also seemed predisposed to ignore apbblem employees abroad.
violate Agency security rules and regulations. In New
York in 1976, he committed a potentially very serious 41. Medical experts believe that alcohol, because it
security violation when he left a briefcase full ofdiminishes judgment, inhibitions, and long-tefm
classified information on a New York subway train. Irthinking ability, may play some role in the decision|to
1984, Ames brought Rosario to an Agency-providedommit espionage. At the same time, becausqg the
apartment; a clear violation that compromised the covaumber of spies is so small relative to the fraction of
of other operational officers. Ames also committed #he U.S. population that has an alcohol abuse problem,
breach of security by leaving a sensitive securgatistical correlation cannot be made. As a result,
communications system unsecured at the FR/New Yoskcohol abuse cannot be said to have a predigtive
office. On July 2, 1985, Ames received the only officiatonnection to espionage and, in and of itself, cann
security violation that was issued to him when he lefised as an indicator of any real ClI significance.
his office safe open and unlocked upon departure for
the evening. Ames admits to using his home computginancial Problems
occasionally when in Rome between 1986 and 1989 to42. In 1983-85, Ames became exceedingly
draft classified memoranda and cables that he wouwldiinerable to potential espionage as a result of| his
print out and take into the office the next day. In thperception that he was facing severe financial probl¢ms.
most extreme example of his disregard for physicélccording to Ames, once Rosario moved in with Him
security regulations, of course, Ames wrapped up fiviea December 1983 he had begun to feel a financial pinch.
to seven pounds of cable traffic in plastic bags in Juenes describes being faced with a credit squeezq that
1985 and carried it out of Headquarters to deliver to thecluded a new car loan, a signature loan that had peen

KGB. “tapped to the max,” mounting credit card payments,
and, finally, a divorce settlement that he belieyed
Alcohol Abuse threatened to bankrupt him.

39. Much has been made since his arrest of Ames’
drinking habits. While itis clear that he drank too much 43. Ames claims to have first contemplatpd
too often and there is some basis to believe this magpionage between December 1984 and February|1985
have clouded his judgment over time, he does not appear a way out of his mounting financial dilemnja.
to have been an acute alcoholic who was constantBonfronting a divorce that he knew by that time was
inebriated. Ames acknowledges the presence ofgaing to be financially draining, and facing added
variety of symptoms of alcohol addition. The termexpenses connected with his imminent marriagé to
“alcoholic” often conjures up images of brokensomeone with already established extravagant spending
individuals who spend their days helplessly craving habits, Ames claims that his financial predicamgnt
drink, becoming intoxicated beyond any self-controlcaused him to commit espionage for financial relief.
and only breaking out of their intoxication with severe
withdrawal symptoms. As explained in thewWhy did Ames Commit Espionage?
psychological profile prepared by the psychologist 44. Ames states that his primary motivating faqtor
detailed to the IG, alcohol addiction is, in reality, a moror his decision to commit espionage was his desperation
subtle, insidious process. This accounts for the fact thagarding financial indebtedness he incurred at the fime
many of Ames’ colleagues and a few supervisors weod his separation from his first wife, their divorge
able to work with Ames without noticing his substancsettlement and his cohabitation with Rosario. He @lso
abuse problem.

328



Cl at the End of the 20th Century

says that several otherwise inhibiting “barriers” had beateposits made by the Ameses and the operatipnal
lowered by: meetings, was an essential element in shifting the fpcus
of the molehunt toward Ames and paving the way, hoth
a. the opportunity to meet Soviet officials under psychologically and factually, for the further
Agency sanction; investigation that resulted in his arrest. Yet the financial
review was permitted to stall for almost a year while
b. the lack of concern that he would soon be other matters consumed the time and effort of the sipgle
subject to a reinvestigation polygraph; CIC officer who possessed the interest and ability to
necessary to conduct it. Technical management
c. his fading respect for the value of his Agency expertise to oversee the investigator’s activities and help
work as a result of lengthy discussions with Soviet guide him was lacking. Given the responsibility that
officials; and was placed on the investigator and his relafive
inexperience in conducting and analyzing finangial
d. his belief that the rules that governed others information, he did a remarkable job. But there Wwas
did not apply to him. clearly a lack of adequate resources and expeytise
available in CIC for this purpose.
Ames claims he conceived of a one-time “scam”
directed against the Soviets to obtain the $50,000 he47. If the financial inquiry had been pursued more
believed he needed to satisfy his outstanding debt riapidly and without interruption, significant informatign
return for information about Agency operations habout Ames’finances would have been acquired earlier.
believed were actually controlled by the Soviets. He
recognized subsequently that there was no turning badfas the Counterespionage Investigation
and acted to protect himself from the Soviet intelligenc€oordinated Properly with the FBI?
services by compromising Agency sources first in the 48. Under Executive Order 12333, CIA is authorized
June 1985 “big dump.” to conduct counterintelligence activities abroad angl to
coordinate the counterintelligence activities of other
How were Indications of Substantial Changes in agencies abroad. The Order also authorizes CIA to
Ames Financial Situation Handled? conduct counterintelligence activities in the Uni
45. The financial inquiry regarding Ames began irStates, provided these activities are coordinated
November 1989 with the receipt of information from athe FBI. Under a 1988 CIA-FBI Memorandum [of
least one Agency employee that Ames’ financidUnderstanding (MOU) the FBI must be notifi

purchased a home in Arlington for more than a halfational security of the United States.
million dollars in cash and made plans to remodel the

The information obtained as a result of the Amesooperation with the Bureau was excellent, according
financial review, especially the correlation betweeto FBI and CIA accounts.
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Were Sufficient Resources and Management Has Agency Use of Polygraphs and Background
Attention Devoted to the Ames Investigation? Investigations been Sufficient to Detect Possible
50. In consideration whether the resources that welgency Counterintelligence Problems at the
applied to the molehunt were sufficient, it is necessaBarliest Time?
to evaluate the need for secrecy and compartmentatiorb3. The fact that Ames conceived, executed
If alerting a potential mole to the investigation was teustained an espionage enterprise for almost nine
be avoided at all costs, then concerns about the size amakes it difficult to argue that Agency screeni
discretion if any group undertaking the investigatiorechniques functioned adequately to detect a Cl pro
would be paramount. Nevertheless there must be soat¢he earliest possible time. The question then bec
balance between secrecy and progress. Despite Wiether the screening techniques, particular the per

officers concede that more resources could have babd not detect Ames. The available evidence indic

a complex Cl investigative process, the resource isst@ordination and non-sharing of derogatory informa
remains because the molehunt team members who wesacerning Ames.

made available were not focused exclusively on the task,

but were frequently diverted to other requirements. The54. Although this IG investigation necessar
limited size and diffused focus of the molehunt teafiocused on the Ames polygraph and backgro
does not support DO management’s assertions that itnestigations, many employees of the Office of Secl
1985-86 compromised Soviet cases were “the biggedso raised generic problems in these programs.
failure a spy Agency could have.” Rather, the resourcegnimum, these expressions of concern about
applied to the task force indicate lack of managemefgency’s polygraph program reflect a significant mor
attention to this most serious of intelligence failures. problem.

52. The resources that the Agency devoted to the55. In light of the dominant role that the polygral
when considered in light of the fact that the 1985-86&me to be interested in production. For most of

compromises were the worst intelligence losses in Clifne since 1986—when the five-year periodic reinve
history.

Ames arrest at his car.
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arguments for the small size of the molehunt team, mapglygraph examination, were adequate and why they
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brought to bear earlier on the Ames investigation. that there were weaknesses in the polygraph methods
that were used. However, it is difficult to conclude that
51. Even accepting the argument that the team hed techniques themselves are inadequate since the major
to be small to maintain compartmentation and to manafgdling in the Ames case appears to be traceable tonon-
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gation program was begun—until the present, theoftware while in Rome. These notes, however, were
reinvestigation program has been behind schedule. passed only in paper form. Ames began preparirjg at
a result, OS managers have stressed the succeskirhe and passing computer disks to the Soviets fafter
completion of polygraph examinations. Manyreturning to Washington. These disks had bgen
examiners believe that this requirement implicithypassword-protected by the Russians. The information
stressed quantity over quality. In addition to theontained on the disks, according to Ames, consisted
pressures of production, the lack of experience in tlamly of one or two-page messages from him to |his
polygraph corps has detrimentally affected the Agencytsandler. All other information he passed was in the
polygraph program. The 1988 IG inspection of théorm of paper copies of documents. The intent wag for
polygraph program noted this loss of experience. Maymes to leave a disk at a drop site and have the $ame
current and former OS polygraphers say that the Qfsk returned later at his pick-up site.
policy of promoting generalists has caused the loss of
experience. Many individuals also cite the lack of 58. Ames says that passing disks and uging
complete information on testing subjects as a defect frasswords was entirely his idea. Although Ames admits
the Agency’s polygraph program. to discussing Agency computer systems with the
Soviets, he says it was obvious that his handlers| had
56. The 1986 polygraph of Ames was deficient anlittle or no expertise in basic computer skills. Ames
the 1991 polygraph sessions were not properlescribes his handlers as being “rather proud of their
coordinated by CIC after they were requested. ThHeaving been able to turn a machine on, crank up
Office of Security (OS) conducted a backgroundVordPerfect and get my message on it.”
investigation (BI) prior to Ames’ polygraph examination
in 1991. This 1991 Bl is deemed by OS personnel to be59. Ames states consistently that he did not usg or
a very professional and in-depth investigation of Amesibuse computer access as a means for enhancing his
personal and professional activities. The investigatespionage capabilities. He explains that the computer
who conducted this Bl deserves great credit for theystems to which he had access in CIC, SE/CE Divigion
competency and thoroughness of her effort@and Rome Station were “really no more than bona fiide
Unfortunately, the results of this 1991 Bl were noelectric typewriters.” He does say, however, that this
available to the polygraph examiners at the time thejhanged after he was given access to the CNC Local
tested Ames nor was financial information that had beéxrea Network (LAN). That LAN featured the DOjs
developed by CIC. Ultimately, the miscommunicationmessage delivery system (MDS). However, the QNC
between CIC and OS components that were involveerminals differed from DO LANSs in that the capability
led the individual examiners to conduct standarth download information to floppy disks had not bgen
reinvestigation polygraph tests that Ames passed. Batlsabled in the CNC LAN. The combination of havipg
examiners say that having such detailed informatiche MDS system available on terminals that had floppy
available could have significantly altered their approaatiisk capabilities represented a serious sysiem
to testing Ames. vulnerability.

To what Extent did Ames Use Computer Access and 60. Ames clearly viewed his access to the CNC LIAN
Capabilities to Engage in Espionage Activities? as a very significant event in his ability to conduict
57. Ames reports that he bought his first computespionage. The broadened access, combined with the
in the late winter or early spring of 1986 just prior ta&ompactness of disks, greatly enhanced the volune of
leaving for Rome. Ames'interest, however, was limitedata he could carry out of Agency facilities with
to computer applications rather than the technicalgnificant reduced risk. Fortunately, he was arrested
aspects of computer science or programming. Améefore he could take full advantage of this sysiem
admits to using his home computer occasionally whemnerability.
in Rome to draft classified memoranda and cables that
he would print out and take into the office the next day. 61. No specific precautions were taken by Agehcy
Ames admits to writing all his notes to the Soviets onfficials to minimize Ames’ computer access [to
his home computer using WordPerfect word processitiigformation within the scope of his official duties. n
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fact, there is one instance where Ames was grante®5. Many senior managers and other officers
expanded computer access despite expressionsswwbng opinions regarding whether the Agency'’s
concern by CIC and SE Divison management at tiedement, at least the portion that handles poss
time about his trustworthiness. Ames states he wpsnetrations of the Agency, should report through
surprised when he signed on and found that he hB®0O. A number of officers believe that taking the
access to information about double agent cases. Thiaction out of the DO would permit the addition
allowed him to compromise a significant amount gbersonnel who are not subject to the limitations of
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sensitive data from the CIC to which he did not have &0 culture and mindset. Other officers view f{
established need-to-know. prospect of taking counterespionage outside the D
impossible and potentially disastrous. Doing so, t
Is There any Merit to the Allegations in the argue, would never work because access to
“Poison Fax?” information would become more difficult. So

a KGB mole and that a message from the field confirm&DO.
this. These allegations were featured in the press and
raised gquestions in the Congress. No evidence has bééare CIA Counterintelligence Personnel Who

found to substantiate these allegations. Conducted the Molehunt Properly Qualified by
Training and Experience?

Has CIA Been Effectively Organized to Detect 66. Of the four officers who were assigned to

Penetrations Such as Ames? STF in 1986, one remained when the molehunt t

63. During the period of the Agency molehunt thawas established in CIC in 1991 to continue to puf

element was divided between the DO and OS. Thisas chosen to head the effort primarily because
division created problems that adversely affected theas an experienced SE Division officer, was fami
Agency'’s ability to focus on Ames. Although attemptsvith the KGB and wanted to pursue the compromi
were made to overcome these problems by writtéxtcording to her supervisor, there were not many o
understandings and the assignment of OS officersémployees who had the years of experience,
CIC, these attempts were not altogether successful.operational knowledge, the interest, the temperan;
and the personality to persist in this effort. She

64. Senior security officials have pointed out thgbined by another officer who had headed the Mos

there always has been a “fault line” in communicatiorifask Force inquiry charged with doing the DO dam

division has created a number of problems, given tlethird officer, who had been on rotation to CIC frg
disparate cultures of the two organizations. Attemptise Office of Security was chosen to assist the t
are being made to employ CIC-OS teams to overcorbhecause of his background and CI experience, alth
these problems, but the problems are inherent to the was not actually made a team member until |
division of CI responsibility for Cl between CIC and1993. While this investigator was certainly not the 9
OS interfered with a comprehensive approach to tiperson in CIA who was capable of performing
molehunt. When financial leads were obtained in 198®ancial analysis, he was the only one who was kn

for Ames’ investigation but failed to communicate aliew because of his previous work with her on othe
the relevant facts effectively with the OS personnel wheases. In addition, two FBI officers were assigne
were involved in the reinvestigation. the effort.

e

62. In April 1994, an anonymous memorandum wasficers also argue that reporting directly to the OCI
faxed to the Senate Select Committee on Intelligene®uld be copying the KGB approach, which proved
criticizing CIA counterintelligence policies andover the years to be unworkable. As a counter argument,
practices. That memorandum, which came to be knowwowever, former DCI Webster believes, in retrospgct,
as the “poison fax,” also alleged that an SE Divisiothat the CIC he created in 1988 should have report¢d to
manager had warned Ames he was suspected of bding directly with an informational reporting role to the
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between the CIC, and its predecessors, and the OS. Hsisessment concerning the Lonetree/Bracy allegations.
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and 1990, CIC essentially turned the matter over to @& and trusted by, the team leader. He was ideal i her
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67. Put most simply, the consensus view of those Was the Molehunt that led to Ames Managed
CIC who were directly involved in the molehunt seemBroperly, and Who was Responsible?
to be that good Cl officers have both innate and learned?0. Supervisors responsibility for the molehunt t
characteristics that make them effective. In addition tventually led to Ames shifted over time as manag
innate Cl ability, a good Cl analyst needs a great deal@fjanizations and circumstances changed.
general and particular knowledge to make the mental
connections necessary to conduct a Cl investigation71. The primary responsibility for the molehu

nat
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nt

General knowledge in the molehunt context refers teithin the Agency rested with officials in the CI St

knowledge of the KGB, while particular knowledgdater the CIC, as well as senior DO management.
refers to knowledge of the 1985-86 compromised caséfanagement of the molehunt during the initial, analytic

In addition, many CIC employees say that operationghase was inconsistent and sporadic. Although keen
experience is essential to Cl work. Although this generiaterest was expressed from time to time in determining

and particular knowledge can be acquired through stugghat went wrong, the resources devoted to the mol

unt

for the most part it is obtained over years of experienegere quite modest, especially considering the

actually working on foreign intelligence operations andignificance to the DO and the Agency of the r
Cl cases in a particular subject area. compromise of essentially all major Soviet sourd
Those directly engaged in the molehunt also ha
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d to

68. In the judgment of the IG, these criteria focontend with competing assignments and were distrdcted

gualifications as a Cl analyst and for the process fsbm the molehunt by other possible explanations
conducting a Cl investigation reflect a very narrow viewhe compromises, such as technical penetrations arn
of the scope and nature of ClI investigations. In tHeonetree/Bracy case, that eventually proved not tg
Ames case, it was unduly cramped and justified druitful. Senior CI managers at the time admit that t
unfortunate resistance to adding more personnel to theuld, and probably should, have devoted m
molehunt unless they were deemed by the team leadesources to the effort.

to be qualified. Further, this view of counterespionage

presents significant risks both to the Agency and72. In the CI staff, the early years of the moleh
successful prosecutions in the future. In the Ameagere primarily analytical and episodic, rather th

for
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investigation, the equities of any future prosecution wenevestigative and comprehensive. Although information

protected by the fact of FBI participation. Lawgathering and file review are important, little else app
enforcement officers bring an understanding ab have been done during this time. A number of
investigative procedure critical to building a successfahses concerning Agency employees were opened
prosecution. Without FBI participation, the risk of the@n suspicious activity, but none were brought
narrow CIC view is that prosecutions may beesolution. No comprehensive list of Agency offict
jeopardized in future CI investigations. In addition tevith the requisite access was created and analyzed o
protecting Agency and prosecutive equities, training tiis stage in an attempt to narrow the focus of
law enforcement and other investigative techniquesolehunt.
would expand the scope of information and techniques
available to the Agency’s Cl investigators. 73. SE Division management must also assume s
responsibility, given the fact that the 1985-
69. Despite these general shortcomings in Cl trainirmpmpromises involved major SE Division assets.
and methodology, the molehunters performeDivision management should have insisted upon
admirably. Their work included useful analysis thagxtensive effort and added its own resources if neces
helped advance the resolution of the 1986-8® determine the cause of the compromises. It ig
compromises significantly. On occasion, their workufficient to say, as these and many other officials
also went beyond the scope of what had been considededthat they did not more closely monitor or encour
an adequate CI investigation to that point. Thus, thélye molehunt effort because they knew they w
advanced the art form of Cl investigations within theuspects themselves and did not wish to appear
CIA. Inthe final analysis, they contributed substantiallgttempting to influence the matter in an undue fash
to catching a spy. The distinction between encouraging a responsible €
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and improperly interfering in the process of that efforis initiative and interest in financial analysis and it
is considerable. In any event, another senior SE officiappears clear that an inquiry into Ames finances would
who was not on the list could have been given theot have occurred to anyone else in CIC had hel not
necessary authority and responsibility. been available to suggest it and carry it out. Howgver,
the failure to either dedicate the investigator fully| to
74. Given the importance of the compromises artthis inquiry before 1992, or to bring in other officars
the need to determine their cause, the DDOs during tiigio would have been able to conduct a similar or
phase also must bear responsibility for not paying motieorough financial analysis of Ames, represents o
attention to and better managing the molehunt. the most glaring shortcomings of the molehunt.
failure alone appears to have delayed the identificgtion
75. Beyond those in the DO and CIC who had direcff Ames by at least two years.
responsibility for the molehunt during this phase, OS
should have done a better job of developing leads tha78. In 1993, when the FBI opened an intensive ClI
would have assisted the molehunt team in focusing itsvestigation of Ames, the Agency was fully cooperative
attention on Ames as early as 1986. In the mid-198Gmd provided excellent support to the FBJ's
OS had fallen behind in its reinvestigation polygraph&vestigation. CIA deferred to the FBI decisiops
and many officers had not been repolygraphed foegarding the investigation and allowed Ames continued
periods much longer than the required five-yeaaiccess to classified information in order to avoid alerfing
intervals. Ames had not been polygraphed for almostm and to assist in developing evidence of
ten years when he was scheduled for a reinvestigatiespionage. The common goal was to apprehend

guestions but failed to reveal any problems despite tpeosecution. As has been stated earlier, the CI
fact he had begun spying for the Soviets a year earli@orking relationship during the FBI phases appeais to
and he reports he was very apprehensive at the tifmgve been a model of cooperation.
about being exposed.

76. The reorganization of OS in 1986 was followed The White House
in 1988 by the creation of the CIC which included a
large OS contingent as an integral part of the CIC. While Office of the Press Secretary
one of the purposes of CIC was to consolidate all of the _
Agency'’s Cl resources in a single component, the result 0" Immediate Release May 3, 1994
was an overlap of missions, jurisdictional struggles at Statement By The Press Secretary
the highest levels of OS and CIC, and a failure to share
information. According to a May 1991 Office of U.S. Counterintelligence Effectiveness

Inspector General Report of Inspection concerning OS,
these pr0b|ems were caused by the failure of AgencypreSident Clinton Signed todayaPreSidentiaI Decision
management to define the relative responsibilities &irective on U.S. counterintelligence effectivenesg to
the two components, to provide a mechanism for f@ster increased cooperation, coordination and
smooth flow of information between them, and tgccountability among all U.S. counterintelligence
establish pohcy for managing cases of common interegg€encies. The President has directed the creatiorn| of a
new national counterintelligence policy structure under

77. CIC and the FBI can be credited for initiating 4he auspices of the National Security Council.|In
collaborative effort to revitalize the molehunt in Apriladdition, he has directed the creation of a new Natipnal

1991. However, CIC management must also be&ounterintelligence Center, initially to be led byasegor

responsibility for not allocating sufficient dedicatecexecutive of the Federal Bureau of Investigation. Finally,
resources to ensure that the effort was carried oifte President’s Decision Directive requires that
thoroughly, professionally and expeditiously. The dela§xchange of senior managers between the CIA and the
in the financial inquiry can be attributed largely to th&Bl to ensure timely and close coordination betwgen
lack of investigative resources allocated to the efforii€ intelligence and law enforcement communities
The CIC investigator deserves a great deal of credit for
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The President’s decision to take these significant stepsprovements in the coordination of olr
of restructuring U.S. counterintelligence policy andounterintelligence (CI) activities. The recent DCI and
interagency coordination, followed a Presidentialttorney General Joint Task Force on Intelligence
Review of U.S. counterintelligence in the wake of th€ommunity-Law Enforcement Relations noted that
Aldrich Ames espionage investigation. The Presidenthanges to the basic underlying legal authorities defihing
in issuing this Directive, has taken immediate steps the relationship between the intelligence and |aw
improve our ability to counter both traditional and nevenforcement communities are not required. Rathel, the
threats to our nation’s security in the post-Coldask force concluded that what is needed...” is fon the

War era. two communities to improve their understanding of tieir
respective needs and operating practices...to cooperate

Fact Sheet: earlier, more closely, and more consistently on malters

U.S. Counterintelligence Effectiveness in which they both have a separate but parallel interpst.”

Many threats to the national security of the Unitedhis Directive outlines specific steps which will be taken
States have been significantly reduced by the break-tqachieve the objective of improved cooperation.
of the Soviet Union and the end of the Cold War. Core
U.S. concepts—democracy and market economics—Executive Order 12333 designates the Natignal
are more broadly accepted around the world than ev@ecurity Council (NSC) “as the highest Executjve
before. Nevertheless, recent events at home and abr&udnch entity that provides review of, guidance for and
make clear that numerous threats to our national interedtsection to the conduct of,” among other things,
—terrorism, proliferating weapons of mass destructioounterintelligence policies and programs. Considtent
ethnic conflicts, sluggish economic growth— continuavith E.O. 12333, the President directed the creatign of
to exist and must be effectively addressed. In thisnew CI structure, under the direction of the NSC]| for
context, it is critical that the U.S. maintain a highlythe coordination of Cl policy matters in order to integtate
effective and coordinated counterintelligence capabilitynore fully government-wide counterintelligenge

capabilities, to foster greater cooperation among| the

Areview of U.S. counterintelligence effectiveness ivarious departments and agencies with [ClI
the wake of the Ames case highlights the need foesponsibilities and to establish greater accountability
for the creation of Cl policy and its execution. This new
structure will ensure that all relevant departments [and
agencies have a full and free exchange of information
necessary to achieve maximum effectiveness of the|U.S.
counterintelligence effort, consistent with
U.S. law.

Nothing in this directive amends or changes Jthe
authorities and responsibilities of the DCI, Secretary of
Defense, Secretary of State, Attorney General or Dirgctor
of the FBI, as contained in the National Security Act of
1947, other existing laws and E.O. 12333.

The following specific initiatives will be undertakén
to improve U.S. counterintelligence effectiveness:

National Counterintelligence Policy Coordination

A National Counterintelligence Policy Board (Policy
Board) is hereby established and directed to repgrt to
the President through the Assistant to the President for
National Security Affairs. The existing Cl policy and

Keith Hall, first Chairman of National
Counterintelligence Board.
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coordination structure, the National Advisory Group foCounterintelligence Integration and Cooperation
Counterintelligence, is hereby abolished and its Cl The Policy Board, with the assistance of the DCI and
functions transferred to the Policy Board. the cooperation of the Director of the FBI, the Secrefary
of Defense, and the Secretary of State, will establish a
The Policy Board will consist of one senior executivéNational Counterintelligence Center within 90 dayq of
representative each from DCI/CIA; the FBI; thehis directive.
Departments of Defense, State, and Justice; a Military
Department Cl component; and the NSC, Special A senior FBI executive with Cl operational and
Assistant to the President and Senior Director fananagement experience will serve as the Chief of the
Intelligence Programs. National CI Center and a senior Military Department
CI component executive will serve as the Deputy Chief
The Chairman of the Policy Board will be designatedf the National Cl Center. These agencies will hold these
by the DCI in consultation with the Assistant to theoositions for an initial period of 4 years, after whigh,
President for National Security Affairs. The Chairmanvith the approval of the National CI Policy Board and
will serve for a period of two years. The position ofn consultation with the Assistant to the President|for
Chairman of the Policy Board will be rotated amondNational Security Affairs, the leadership positions wiill
the CIA, FBI, and Department of Defense. rotate, for 2 year terms, among the FBI, DoD and GIA.
At all such times that the FBI does not hold the posifion
The Policy Board will consider, develop and recomef Chief, it will hold the position of Deputy Chief.
mend for implementation to the Assistant to the
President for National Security Affairs policy and The National Counterintelligence Center will be
planning directives for U.S. counterintelligence. Théocated, staffed and initially structured as recommerided
Policy Board will be the principal mechanism forin PDD-44.
reviewing and proposing to the NSC staff legislative
initiatives and executive orders pertaining to U.S. The National Counterintelligence Center w
counterintelligence. This Board will coordinate thémplement interagency Cl activities as described in
development of interagency agreements and resol?®D-44 and report to the Policy Board.
conflicts that may arise over the terms and
implementation of these agreements. The National Counterintelligence Center will sefve
as the interagency forum for complementary activities
A National Counterintelligence Operations Boarcamong Cl agencies. The CIAs Counterintelligence
(Operations Board) will be established under the Polig@enter will serve as the ClI component for the CIA xnd
Board with senior CI representatives from CIA, FBlexecute on behalf of the DCI his authorities to coordinate
DoD, the Military Department ClI components, NSAall U.S. counterintelligence activities overseas.
State, Justice, and Chief of the National Cl Center
established below. The Chief of the CIAs Counterintelligence Center
Counterespionage Group will be permanently staffed
The Chairman of the Operations Board will beby a senior executive from the FBI.
appointed by the Policy Board from among the CIA,
FBI, or DoD, and rotated every two years. The CIA counterintelligence officers will permanently
Chairmanship of the Policy Board and the Operatiorstaff appropriate management positions in the FBI's
Board will not be held by the same agency at any omdational Security Division and/or FBI Field Offices
time. The Operations Board will discuss and develop
from an operational perspective matters to be considered he Policy Board will be responsible for the regular
or already under consideration by the Policy Board. thonitoring and review of the integration and
will oversee all coordinating subgroups, resolve specifiwoordination of U.S. counterintelligence programs. The
conflicts concerning Cl operations and investigationBolicy Board will provide an annual report to the
and identify potential CI policy conflicts for referral to Assistant to the President for National Security Affairs
the Policy Board. on U.S. counterintelligence effectiveness.
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